
Category Examples Collected
1. Identifiers Real name (such as first name and last name); alias, postal address, unique personal identifier, online 

identifier, internet protocol (IP) address, email address, account name, social security number, driver’s 
license number, passport number, or other similar identifiers.

Yes

2. Customer Records 
Information

Name, signature, Social Security number, physical characteristics or description, address, telephone 
number, passport number, driver's license or state identification card number, insurance policy number, 
education, employment, employment history, bank account number, credit card number, debit card 
number, or any other financial information, medical information, or health insurance information. Some 
personal information included in this category may overlap with other categories.

Yes

3. Characteristics of 
protected 
classifications under 
California or federal 
law

Age (forty (40) years or older), race, color, ancestry, national origin, citizenship, religion or creed, marital 
or familial status, medical condition, physical or mental disability, sex (including gender, gender identity, 
gender expression, pregnancy or childbirth and related medical conditions), sexual orientation, veteran or 
military status, genetic information (including familial genetic information), medical conditions, political 
affiliations or activities, status as a victim of domestic violence, assault, or stalking.

4. Commercial 
information.

Records of products or services purchased, personal property, or other purchasing or consuming histories 
or tendencies.

5. Biometric 
information.

Fingerprints, facial or hand imagery, voice recordings from which an identifier template can be extracted, 
keystroke patterns, gait patterns, sleep, health, or exercise data.

Yes

6. Internet or other 
similar network 
activity information

Browsing history, search history, information regarding consumer’s interaction with a website, 
application, or advertisement.

Yes

7. Geolocation data GPS coordinates or other location tracking information. Yes
8. Sensory data Audio, electronic, visual, thermal, olfactory, or similar information. Yes
9. Professional or 
employment-related 
information

Employer, employment history, resumes and CVs, background checks, and other employment-related 
information.

10. Education 
information

Records maintained by an educational agency or institution that pertain to a student, such as grades and 
transcripts.

11. Inferences Inferences drawn from any of the categories described above to create a profile about a consumer 
reflecting the consumer’s preferences, characteristics, psychological trends, predispositions, behavior, 
attitudes, intelligence, abilities, and aptitudes.

Yes


